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2010 Security Conference

August 25, 2010

Columbia

Learn how to defend against today’s
criminal activities in one day!
Topics Include:

. Cybercrime
. Social Networking Threats
. Managing Web Application &
Data Security
. Social Engineering
. Vendor Management & Compliance
. Robbery Trends

SPEAKERS PROVIDED BY

Secure\W, rks
and the FBI




Beau Woods, Solutions Architect, SecureWorks Secu rew ks

Beau Woods is the Solutions Architect for Security and Risk Consulting Services at SecureWorks. In this role he is in charge of
envisioning and creating combinations of new and existing services to solve the most unique and difficult client problems. His past
experience as a consultant for SecureWorks has given him the exposure to the complex real-world situations faced by organiza-
tions all over the world. As a consultant, Beau performed adversarial-type testing, such as penetration testing and social engineer-
ing, as well as more collaborative services such as risk assessments, training, controls audits and program development. Beau
has over 10 years of experience providing services in the information technology field, with the last four years dedicated to secu-
rity, risk and compliance.

Beau is a seasoned speaker who is often invited to present at financial and IT security industry events. Prior to SecureWorks,
Beau was the Information Security Analyst for a hospital system in Atlanta, GA, where his responsibilities included managing day-
to-day security operations, strategic planning, network security monitoring, patch management, incident handling and other secu-
rity tasks. Beau received a Bachelor of Science in Psychology from The Georgia Institute of Technology.

Jeff Multz has been an integral member of SecureWorks since 2003. As vice

president, he oversees the commercial sales team responsible for increasing company revenues by building new cllents across all
industries and offering new services to existing ones. He and his team help organizations of all sizes reduce their business and IT
security risks and augment their IT team where needed. Prior to joining SecureWorks, Jeff was recruited by Firstwave Technolo-
gies to become a part of the executive team that successfully championed a corporate turn-around, resulting in its stock being
ranked #1 on all U.S. Exchanges in 2002. At age 24, Jeff founded Emerging Market Technologies (EMT), an Atlanta-based com-
pany recognized as the nation's leading reseller of Customer Relationship Management and Sales Force Automation solutions. He
grew EMT from a self-funded start-up business to a highly profitable company that was acquired by Zland Corporation in 2000. As
a former programmer for financial institutions, Jeff has a pulse on the financial industry, understanding the challenges that banks
and credit unions face regularly. He often addresses organizations on IT security through educational presentations and articles in
the media. Additionally, he is the co-author of Successful Telemarketing (1995) and numerous white papers on leading edge
sales, marketing and service strategies. To add to his credentials, Jeff is a graduate of Mercer University and holds a Bachelor of
Science Degree in Computer Science. He is also a nationally certified financial supplier through CUES.

Jeff Multz, Vice President, SecureWorks

Curtis Bryant and Chad John, Special Agents, FBI

Special Agents, Curtis Bryant and Chad John are with the Kansas City Division of the FBI located in Jefferson City. {
The very heart of FBI operations lies in their investigationsiwh i ch ser ves ateprotectand r ‘\:,,‘_
defend the United States against terrorist and foreign intelligence threats and to enforce the criminal laws of S
the United States, and to provide leadership and criminal justice services to federal, state, municipal and

international agencies and partnerso . The FBI currently has jurisdiction
law. The major priorities are grouped into three national security priorities; counterterrorism, counterintelligence and cyber crime
There are also five national criminal priorities which include public corruption, civil rights, organized crimes|lartectéame and

major thefts/violent crideng with headquarters in Washington, D.C., the FBI has 56 field offices located in major cities

through the US, 400+ resident agencies in smadl er

Attachesodo in U.S. embassies world wide.




7:30 -8:30 a.m. Registration/Continental Breakfast
8:30 a.m. Welcome/Opening Remarks

8:350 9:25 a.m. Presented by Jeff Multz

The Elusive Enemy-Cybercrimed Cybercrime is a rapidly evolving, and very profitable, phenomenon with multiple layers of sophistication.

It can be difficult for any financial institution to keep up with present and advanced threats, or anticipate cyber criminalsd extmove. This
presentation explores the evolution of <cyber cogangmaedthd r o
enterprising international syndicate crime rings they have built. We will explore a compilation of successful cybercrime tactics and trends,

and review attack statistics from over 1400 financial institutions. Attendees will learn facts about identity theft market rates, new and

emerging attack architectures, sources of cybercrime attacks by country, recent changes in criminal-to-criminal activities, focused attacks
targeting specific victims, as well as examples of the inner workings of the highly developed cyber attacks of today.

9:30-10:20 a.m. Presented: Beau Woods

Social Networking Threats: That Friend Request Could Be Your Worst Enemyd The explosive popularity of social networking ser-
vices has created a rich foundation for new and successful cyber attacks affecting both the individual user, as well as organizations. In just
a few characters, millions of users are routinely sharing the intimate details of their daily lives. And organizations are rapidly adopting the
use of these services to build brands and enhance their exposure in this new, popular and effective marketing platform. The popularity of
social networking has created many new opportunities for mischief. The same properties that make social networking services attractive
communication and marketing tools also make them well suited for potential malicious use as a distributed, resilient, stealthy and scalable
attack vectors that can be used to exfiltrate personal information and confidential data from compromised systems. This talk will discuss the
threat social networking poses to users with demonstrations of attack concepts and techniques, as well as how users can protect them-
selves from being unknowing victims of damaging cyber attacks.

10:20-10:30 a.m. Break

10:30-11:20 a.m. Presented by Jeff Multz

Vendor Management and Compl i a ®¥eedor Managemest g atop priogty fov emaminerBtinsn 6 t
year. According to the FFIEC, AFinanci al i nsti trotheii ons
technology service provider (TSP) relationshi pusdangeferF1 E
managing vendor risk and how you can improve your vendor risk management program.

11:25-12:15 p.m. Presented by Beau Woods

Managing Web Application and Data Security: A Comprehensive Approachd Web applications are one of the fastest growing vectors

of attack. I n fact, over 80% of al/l Il nt er net aalysisohat k s
tack data from across SecureWorksd client baseedaunihg. ot e
This presentation will discuss how to secure web applications and data with a balanced, defense-in-depth approach that minimizes risk.
12:15-1:30 p.m. Lunch will be provided

1:300 2:20 p.m. Presented by Special Agents Curtis Bryant & Chad Johns

Bank Robberies and Other Criminal Trends in Missouri

Learn about current criminal trends affecti naggwithivhenan c i
and what to report when your human radar signal WRbaiks us
from the FBI!

2:25-3:15 p.m. Presented by Beau Woods

Social Engineering: The Dark Artd A little charm, a bright smile and a series of seemingly innocent questions all making for a well-

rehearsed story are the simple yet dangerously conniving traits of a successful social engineer. They attack with grace and you never know
youbve been scammed until critical propri et ar golditiadind r m
true form of deceiving innocent victims. From spoofed phone numbers to deceptive emails to walking through the door with a laptop, social
engineers routinely defeat complicated and expensive security technology. Beau will demonstrate the manipulative ways of social engi-

neers and how you can protect yourself and your organization from being their next victim.

3:20-3:30 p.m. Final Remarks



2010 MIBA Security Conference

Registration Form

WHEN Wednesday, August 25
8:30 a.m.-3:30 p.m.
WHERE The Insurance Group Inc. Building
200 East Southampton Drive
Columbia, MO
WHO SHOULD ATTEND: Security Officers, Compliance Officers

Conference Registration Fee

MIBA Members $200
Non-Member $250

Registration fee includes refreshments and lunch

Cancellation Policy: Full refunds will be made if notification is received (3) three
days prior to seminar. Otherwise, fee will be forfeited. Substitutions are encouraged at no charge.

Donot miss this i mportant Secur.
nationally recognized and acclaimed speakers!

Bank Name Mailing Address

City State Zip Phone
Attendee Name Attendee Name

Email Address Email Address

Amount Enclosed Please Invoice

Fax your registration to 816-781-8052 or
Contact Pat Henry, Education Coordinator, 816-781-8088 or 800-280-6422
Missouri Independent Bankers Association, 5 Victory Lane, Suite 201, Liberty, MO 64068




